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Malicious domain name detection based on deep
auto-encoder and decision tree

ZHAO Hong, CHANG Zhao-bin, WANG Wei-jie

(School of Computer and Communication, Lanzhou University of Technology, Lanzhou 730050, China)

Abstract; Aiming at the problem that the existing malicious domain name detection methods are not effective enough
in performance of accuracy rate and the process of feature extraction, a malicious domain name detection algorithm
based on deep auto-encoder and decision tree (DAE-DT) is proposed. According to lexical composition and structure
of domain name, each domain name is firstly mapped into the feature space and it is normalized. Then the normalized
unlabeled domain names are randomly set to 0 as the input of the model, and the statistical features of domain name
are used to as the output to construct the deep auto-encoder network model, and the reconstruction error of the
unprocessed data and output data is computed to achieve the purpose of optimizing the parameters and weights so
that the model is more robust. Finally, a decision tree for malicious domain name detection is constructed based on
the statistical features of domain name. In the experiments on Alexa and malware domain list, the proposed
detection algorithm yield an accuracy rate of 95. 21% , a precision rate of 94. 17%, a false negative rate of 2. 41%,
and a false positive rate of 3. 63%.
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1 Inputs: Normal domain names Dy ={d\ ,***.d, };

(8

Malicious domain names D, ={d’| ,+**»d . }
2 Initialize: Leaf node: [1={Nj,*+.N;};
An empty decision tree DT={};
Features attribute set U={u;» uzs*** stz } 3
for i=1:(m+n)
U, =extract(Malicious domain names) ;
U, =extract(Normal domain names) ;
U=U, UUZ H
R(N;) matches U;

end
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9 Output: Decision tree DT
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1 Inputs:Domain name to be tested D= {xy,***,2,};

U:{Mlsuz ""suk}§

3 U'=-extract(ax) s*=*s2,);

4 fori=1:n

5 if R(x;);=f(x;,);/U;=1 then

6 return z; is malicious;

7 else

8 return x; is potential malicious;
9 HU (21U (2;)5 500+ U (21),, €U, then
10 return y(a;) is normal;

11 end

12 end

13 end

14 Output: Malicious or normal domain names
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